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Introduction

The MDT application is designed to connect with and control software running on a sepa-
rate PC, laptop or tablet running Microsoft Windows. Different Cobalt Cube users in differ-
ent first response scenarios can access essential applications such as Automatic Number
Plate (Licence Plate) Recognition System (ANPR) software, or secure messaging and com-
mand control systems.

The Windows machine needs a compatible Cobalt Link+ server and to be on the same IP
network.

Please refer to the Getting Started Guide for the Cobalt Link+ server for Windows for more
information on how to set up Cobalt Link+ on the Windows machine.

Note: the MDT application can be renamed as appropriate to better match the function of
the controlled Windows PC, which can make finding the right application to launch from
the main list even easier for the user when in-vehicle. See “Changing the display name for
an application” in the Getting Started Guide.

Additional hardware requirements

Apart from the Cobalt Cube, the following hardware is required:
+ Windows PC running a Cobalt Link+ server.
+ Router (wired or wireless, not mandatory).

+ 2x Ethernet cables (only one is mandatory).

Connectivity instructions (Router)

There must be a network to which both the Windows PC and the Cobalt Cube are con-
nected. The Cobalt Cube should be connected using an Ethernet cable (from its ETHER-
NET port) to the router; the Windows PC can be connected over Ethernet or Wi-Fi.

Connectivity instructions (Direct DHCP)

The Cobalt Cube includes a built in DHCP server which can automatically manage the IP
addresses in your vehicle network when no router is available.

To make use of this feature you will need to enable the DHCP server in the Cobalt Cube
admin settings and connect the Cobalt Cube to the Windows machine either directly or
via a network switch using Ethernet.

For full details please see the DHCP Server document.

Connectivity instructions (Direct Manual)

It is possible to connect the Cobalt Cube to the Windows PC directly without the need for
a router if required. In order to facilitate this, both the Cobalt Cube and the Windows PC
will require a static IP address in the same range. E.g. 192.168.1.10 for the Cobalt Cube and
192168120 for the Windows PC.

Assign static IP address for Ethernet adapter Cobalt Cube

Note: Ethernet settings can be accessed from the Cobalt Cube admin settings. Please
see the instructions under Accessing Cobalt Cube admin settings in the Getting Started
Guide.

Once in Cobalt Cube admin settings, scroll down to Advanced Settings, and select
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Ethernet settings

Then select

Ethernet Ip mode > static

Ethernet

1P address

192.168.1.150

Gateway

192.168.1.1

You will then be prompted to enter your desired network settings.

netmask

255.255.255.0

DNS 1

192.168.1.254

DNS 2

0.0.0.0

CANCEL  CONNECT

Figure 1: Cobalt Cube static Ethernet settings

Status

Network status

You may then enter the desired network settings.

Assign static IP address for Ethernet adapter Windows PC

From the desktop navigate to:

Settings > Network & Internet > Change adapter options
Right-click on the active Ethernet Adapter and select:

When setting a static IP address on the Cobalt Cube, the Android system populates the
entries with an example in grey text. These values are for guidance only and need to be
re-entered manually, at which point they will show up as black text, as shown in Figure 1.

The “Connect” button will stay greyed out until each of the required entries has been en-

Properties > Internet Protocol Version 4 (TCP/IP) > Properties > Use the following
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Aterate DS server: ]
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Figure 2: Windows PC static Ethernet settings
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6.1 Connecting

After launching the application from the Cobalt Cube launcher by tapping the “MDT" icon,
you will be presented with the following screen, and a connection will start automatically:

Waiting to connect to your PC...

NETWORK STATUS: WIRED ETHERNET ACTIVE

Figure 3: MDT Control screen

Once the connection is started, the Windows machine screen will be displayed on the
Cobalt Cube, as shown in these examples:

Figure 4: Example of projected MDT Control software
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6.2 Lock screen support S

Figure 5. Example of projected MDT Control software without the navigation bar

Lock screen support

Windows PCs are commonly configured with a security setting that requires the Ctrl+Alt+Delete

key combination, ak.a. the Windows Secure Attention Sequence (SAS), in order to access
the secure log-on screen when the device is locked. The latest version of Cobalt Cube
and the Cobalt Link+ server for Windows now support remote injection of the SAS, allow-
ing such devices to be logged in when physical access is not possible.

The MDT app features automatic detection for cases where the Ctrl+Alt+Delete key com-
bination is required to unlock the screen. When this key combination is required, a dialog
will be shown asking if they wish to send the Ctrl+Alt+Delete command whenever they
click on or tap the screen (see Figure 6).

o

Press Ctrl+Alt+Delete to unlock.

08:45

Tuesday 9 December

PC Screen Locked

Send "Ctri-Alt-Delete" key sequence?

CANCEL 0K

Figure 6: Example of dialog to send the unlock key sequence

Note: This feature requires Windows Server V1.3.57730 or newer in order to function.

Ctri+Alt+Delete injection

In addition to the automatic lock screen support, Ctrl+Alt+Delete can be sent at any time
using a built in gesture. To trigger the Ctrl+Alt+Delete injection dialog a user must either
quickly click the screen twice, holding on the second click or quickly tap the screen twice,
holding on the second tap depending on if a mouse or touchscreen are being used (see
Figure 7).
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Ctrl-Alt-Delete

Send *Ctrl-Alt-Delete" key sequence?

CANCEL 0K

Figure 7: Example of the dialog to input Ctrl-Alt-Delete

Note: You must hold onthe second click or tap until the dialog appears, which will be within
two seconds.

Note: If the dialog does not appear, try increasing the speed of the two clicks or taps.

Note: This feature requires Windows Server V1.3.57730 or newer in order to function prop-
erly. If an older version of the Windows Server is being used, the dialog will appear, but
Ctrl-Alt-Delete will not be sent to the remote machine.

MDT configuration

The MDT application supports several configuration options. These can be set via the
configuration interface (see Figure 8) or via a file located at:

/vnc/anprcontrol/config.properties

Configuration options in this file are formatted using <name>=<value> syntax and are sep-
arated by new lines. E.g:

scalingFactor=1
hideMenuBackButton=true

Configuration Options
The full list of supported options is:
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Name

commandstring

Possible Values

Any valid VNC Automo-
tive command string.

For connecting to alisten-
ing server:

vncemd:v=1;t=C;a=
<server-ip>;p=<server-
port>

For listening for anincom-
ing connection:

vncemd:v=1;t=L;p=
<listening-port>

‘ Description

This value may be used
to override the default be-
haviour of the MDT viewer
and direct it to connect to
a specific server or to lis-
ten for incoming connec-
tions.

hideMenuBackButton

“true” or “false”

If true, the floating back
menu button will not be
displayed in the applica-
tion.

Note: This option is only
available if the naviga-
tion bar is disabled, oth-
erwise it will have no ef-
fect. For details on ma-
nipulating the navigation
bar see the customisa-
tion section in the Getting
Started Guide.

Defaults to false.

scalingFactor

Decimal values > 1.0

Controls the scaling fac-
tor applied to the cap-
tured desktop before it is
transmitted by the Cobalt
Link+ Server.

The scaling factor can be
useful to save network
bandwidth when using a
smaller screen where a
high resolution is not re-
quired.

Note: captured desktops
can only be downscaled

at this time.

Defaults to 1.0.

encoding

Must be one of:
RAW
JPEG
TRLE

Selects the encoding
used by the Cobalt Link+
Server.

Defaults to JPEG
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fitToScreen “true” or “false” Controls if the Cobalt
Cube will attempt to
stretch the frame data to
fill the available display
space.

Defaults to true.

setServerDisplayResize “true” or “false” If true, the Windows
desktop aspect ratio is
changed to better match
the head unit, to provide
higher image quality.

Defaults to true.

fileTransferEnabled “true” or “false” If true, the Cobalt Link+
server will be able to

transfer a system update
file to the Cobalt Cube.

Defaults to false.

fileTransferRateLimitEnabled | “true” or “false” If true, the System Update
via Cobalt Link+ will be
rate-limited. Without
rate-limiting, an update
file should be transferred
under five minutes when
using JPEG encoding.
This can lower the frame
rate by a few frames while
the transfer is ongoing. If
this is a problem, enabling
rate limiting will prevent
this, but the transfer can
take up to an hour and a
half.

Note: The transfer will
take significantly longer
using TRLE or RAW en-
codings regardless of
rate-limiting.

Defaults to true.

Navigation

Note: It is possible through the combination of turning off the navigation bar in the Cobalt
Cube settings and setting “hideMenuBackButton” to true to have no button to exit MDT if
it is actively connected. This can be desirable to maximise the amount of screen space
available for the MDT application and to prevent accidental clicks outside the app.

However, to exit the app, the connection to the Cobalt Link+ Windows Server must be
closed. Once the connection has ended the application can then be exited from the dis-
covery screen via the back button in the top bar.
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These settings can be changed using the configuration tool that can be accessed through
the Cobalt Cube admin settings menu. For details on how to do this, see “Application
specific settings” in the Getting Started Guide.

General Settings

Fit To Screen
¥ [}

Server Display Resize
s beingres ®

Application Icon
= i

System Update

System Update via Cobalt Link+
le u

Advanced Settings

Scaling Factor
f
|

Encoding
i
Iu

Command String

Figure 8: MDT settings

Note: Since the V2.8.0 Cobalt Cube release the save button has been removed and any
settings changes will apply immediately.

Configuration via file

To create the configuration file manually, you will require the use of another computer. On
that system create the file config.properties and add the desired options.

Copy the file config.properties to a USB stick and transfer that USB memory stick to the
Cobalt Cube.

On the Cobalt Cube, select the “File Explorer” option in the “Select Apps” menu (See “Set-
ting up the home screen” in the Getting Started Guide). This will add the file browser ap-
plication to the home screen.

Note: When you have finished, remember to hide the file browser application if it is not
suitable for end users.

Open the Files application and select the three dots in the top right corner to access the
menu. Choose “Show internal storage” from the options.



74

74  Connection authentication 10

CobaltCube 8-3-1 (eval, 4.4.4.8617)

M images Name A
Bl videos
B Alarms B Android B ociM BB Download B Movies
Audio
® = B Music BB Notifications BB Pictures B Podcasts I Ringtones
ecent
| e
¥ Downloads
D CobaltCube 8-3-1 (e..

2458 GB free

Figure 9: Files app showing internal storage and memory stick

Using the three-dot menu, create the directory structure /vnc/anprcontrol if it doesnt
exist.

Copy the config.properties file from the memory stick to /vnc/anprcontrol. If multiple
properties files are present, MDT will load the file that was modified most recently.

CobaltCube 8-3-1 (eval, 4.4.4.8617) > vnc > anprcontrol

Images Name A

Videos

D]

Audio

©  Recemt ‘

Downloads

[ ] anpr.properties
CobaltCube 8-3-1 (e. 1218 Mar29
24.58 GB free

O e

Figure 10: Files app showing the MDT configuration file

Remove the memory stick and return to the home screen.

Note: MDT automatically saves its default settings to a file anpr.properties at /vnc/anprcontrol
if no other configuration files are present. You may use this file as a starting point to build
your own configuration or you may safely remove it when copying your new configuration

to the Cobalt Cube.

Connection authentication

For enhanced security, authenticated connections can be enabled by specifying creden-
tials in the activation code (see the Product activation in the Cobalt Cube Getting Started
Guide). This will require those same credentials to be entered in the Cobalt Link+ Windows
Server application during installation (see Destination and startup options in the Cobalt
Link+ Server for Windows Getting Started Guide). This is an optional feature - however,
leveraging authentication enhances the overall security of sessions. For those seeking
password options, please contact your VNC Automotive technical representative who will
be able to generate you the required activation code for your devices.



Let’s discuss your project

As industry pioneers, we will help you
cut through the complexity and deliver
ingenious connectivity technology for
the vehicles of tomorrow.

Get in contact via:

www.vncautomotive.com
technicalsupport@vncautomotive.com

No part of this documentation may be reproduced in any form or by any means or be used to make any
derivative work (including translation, transformation or adaptation) without explicit written consent of VNC
Automotive.

All information contained in this document is provided in commercial confidence for the sole purpose of use by
an authorized user in conjunction with VNC Automotive products. The pages of this document shall not be
copied, published, or disclosed wholly or in part to any party without VNC Automotive prior permission in
writing, and shall be held in safe custody. These obligations shall not apply to information which is published or
becomes known legitimately from some source other than VNC Automotive.
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